


Permutation

! !

κ

!

!

! !



Permutation

!! !! !! !! !! !"!

! ! ! !!! !

!
Master Key

Random Permutation!≈ !



!! !! !! !! !!" − !"

!!

!

! !

Master Key

!! !! !"

Uniformly Random and Independent

!"#$%!← !"#$%!← !"#$%!← !"#$%!← !"#$%!← !"#$%!←

! "## ## ## !" " "= !



!"

!! !! !! !! !!" − !"

!!

!

! !

Master Key

!! !! !"



Real World Ideal World

!

!! !" !! !" !!"

!! !! !! !! !!" − !"

!! !! !! !"

!! ! ! !" #! " #=
!!

!
! " "# $! " #− =

!
! !" #!" # $− = !!

! !" #!" # $=!!

!! ! !" #!" # $=



Real World Ideal World

!

!! !" !! !" !!"

! !" " " " " "#A%& ' ( )*+ !, )*+ !,! " !# # $ # # %& & &= = − =! !

! ! ! ! ! !



!!" =
!"#!$ % &! "= Ω
!"#!$ % &! "≥ Ω
!"#!$ % &! "≥ Ω

!" #$# % " $! !! " # +∀ = Ω
!" #$% " $! !! " +∀ Ω

!" #$% " $! !! " # +∀

! "
" ! " #
! !
! !

=
+ +

has to make at least         queries to 
distinguish the real world from the ideal 
world with advantage > 0.5

!"#!!

queries are sufficient to distinguish 
the real world from the ideal world with 
advantage > 0.5
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Transcript:
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1. No query direction 2. No query order

!We can assume w.l.o.g. that       is deterministic.
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is given the key for free AFTER making all of  its queries!
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Q: What is the 
probability of  
z being free?
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Thanks & Any Questions?


